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ABSTRACT: We introduce in this paper an Al-based Legal Assistant that can assist law enforcement agencies in
India. The system applies Natural Language Processing (NLP) to discover applicable sections of the Indian Penal Code
(IPC), produce FIRs, and carry out automatic legal referencing. Developed using Rasa, Python, FastAPI, and MySQL,
the assistant presents an easy-to-use chatbot interface that improves the accuracy and efficiency of legal operations,
particularly during field investigations. The system encourages efficiency, compliance with the law, and transparency
during the policing procedure. It illustrates how contemporary technologies can help bridge the distinction between
theoretical knowledge of the law and applied enforcement.
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I. INTRODUCTION

In the field of law enforcement, every second counts—especially when it comes to responding to crimes, filing reports,
and ensuring that legal procedures are followed correctly. However, for many officers, navigating the intricate maze of
laws, particularly the Indian Penal Code (IPC), can be overwhelming. Often, officers have to rely on printed manuals,
outdated documents, or personal experience to classify crimes and draft FIRs (First Information Reports), which opens
the door to mistakes and delays. This becomes even more challenging in areas where access to legal experts or up-to-
date references is limited. Recognizing these hurdles, the Al Legal Assistant for Law Enforcement was designed as a
practical solution that integrates Al technology with real policing needs. The goal is simple: give officers a smart,
reliable, and easy-to-use tool that provides instant legal guidance and automates the tedious parts of paperwork.

This system isn't just a chatbot—it’s a powerful support system built with cutting-edge tools like Python, Rasa,
MySQL, and FastAPI, tailored to the needs of Indian law enforcement. With this assistant, an officer can describe a
crime in plain language and receive detailed legal insights in seconds, including relevant IPC sections and suggested
punishments. There's also a built-in FIR generator that organizes the data into a professional, legally compliant report,
ready for download. It’s designed to work in real-time, keep itself updated with the latest legal changes through web
scraping, and provide consistent results regardless of who is using it. By removing guesswork, reducing human error,
and simplifying the legal process, this assistant doesn't just save time—it improves the overall quality of policing. It
empowers officers to make informed decisions quickly, enhances public trust, and moves us one step closer to a
smarter, more digitally connected justice system.

II. PROBLEM STATEMENT

Law enforcement officers often find themselves in situations where they need to quickly interpret and apply the correct
sections of the law, especially while documenting crimes or drafting an FIR. Unfortunately, this process is not always
straightforward. Many officers still rely on memory, paper-based references, or guidance from colleagues, which can
lead to confusion, inconsistencies, or even errors in legal documentation. These challenges become more pronounced in
high-pressure situations or in rural areas where access to legal resources or experts is limited. As a result, there's a risk
of misclassifying crimes, missing important legal sections, or delaying justice—none of which serve the officer, the
victim, or the system well.
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Another major hurdle is the manual drafting of FIRs, which is often time-consuming and varies from officer to officer.
In the absence of a standardized, guided process, there can be missing details or non-compliance with legal formats,
which may affect the strength of a case in court. With the number of cases increasing and officers juggling multiple
responsibilities, the need for a tool that simplifies legal referencing and automates routine documentation has become
more urgent than ever. An Al-powered legal assistant can fill this gap by offering instant legal clarity and helping
officers generate accurate, structured FIRs—ultimately reducing their workload and improving the overall efficiency of
the justice system.

III. LITERATURE REVIEW
1. Author: Selvi, A., Mounika, V., Rubika, V., & Uvadharanee, B.

Title: COLLEGEBOT: Virtual Assistant System for Enquiry Using Natural Language Processing (2024)
Outcome: This study introduced a virtual assistant designed to handle college-related inquiries using NLP. It allowed
users to ask questions in natural language and get relevant responses, improving user interaction and reducing
administrative effort.
Disadvantage: Although useful in academic environments, it doesn't handle more complex, legal-specific queries or
integrate with structured legal databases, limiting its usefulness in law enforcement applications.

2. Author: Suresh, A. & Kumar, R.

Title:  Artificial Intelligence in Legal Decision-Making: Opportunities and Challenges (2023)
Outcome: This paper explored how Al can support legal decision-making, especially in analyzing case data and
recommending outcomes. It highlighted benefits like improved efficiency and reduction of human error in legal
analysis.

Disadvantage: The paper also pointed out concerns about bias in Al models, ethical issues, and the difficulty in
ensuring full transparency in automated legal decisions.

3. Author: Kumar, P. & Raj, M.

Title: An Al-Based Framework for Crime Classification and Legal Advice Generation (2022)

Outcome: This research proposed a framework that uses Al to classify types of crimes and suggest legal advice. It
supports faster legal analysis and helps officers identify applicable sections of law based on the description of incidents.
Disadvantage: While the system offers accurate classification, it still depends on clean input data and struggles with
ambiguous or incomplete crime descriptions, which are common in real-world police work.

4. Author: Patel, N. & Sharma, M.

Title: Legal Document Analysis using NLP Techniques (2021)

Outcome: The authors showcased how NLP can be applied to analyze and extract key elements from legal documents,
making legal research and document classification more efficient.
Disadvantage: Despite its effectiveness in legal text processing, the system is more suited for static document analysis
rather than dynamic, interactive use cases like FIR generation or real-time query answering.

5. Author: Kim, H. et al.

Title: LAPIS: Language Model-Augmented Police Investigation System (2024)

Outcome: LAPIS leverages large language models to help police officers with document analysis, legal provision
suggestions, and workflow improvements. It supports smarter investigations and better use of data.
Disadvantage: The system requires significant computational resources and might be challenging to deploy in smaller
police departments with limited infrastructure.
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6. Author: Tewari, A.

Title: LegalPro-BERT: Classification of Legal Provisions by Fine-Tuning BERT Large Language Model (2024)
Outcome: This paper introduces a BERT-based model fine-tuned specifically for legal text classification. It achieves
high accuracy in identifying relevant legal provisions and can be integrated into automated legal tools.
Disadvantage: While powerful, it demands high-quality training data and fine-tuning. Performance may drop if
applied to domains it wasn’t specifically trained for, such as regional laws or niche legal topics.

7. Author: Ariai, F. & Demartini, G.

Title: Natural Language Processing for the Legal Domain: A Survey of Tasks, Datasets, Models, and Challenges
(2024)

Outcome: This comprehensive survey reviews current NLP techniques used in legal Al systems. It offers valuable
insights into the challenges, tools, and models suited for legal tasks such as document summarization and statute
extraction.

Disadvantage: While informative, it is theoretical and lacks implementation details. The paper serves more as a
roadmap than a practical guide for building real-time, law enforcement-focused Al tools.

8. Author: Bhattacharya, P., et al.

Title: “Legal Judgment Prediction Using Machine Learning Models in Indian Penal Code Cases” (2023)
Outcome: This study focuses on predicting judicial outcomes using machine learning models based on past IPC case
data. It highlights how Al can analyze legal arguments and case details to assist judges and legal officers in making
data-driven decisions.
Disadvantage: The system is trained on structured legal judgments, making it less adaptable to frontline law
enforcement scenarios where input data is often unstructured and incomplete.

9. Author: Ramesh, K. & Dutta, A.

Title: “Smart FIR System Using Al and Natural Language Processing” (2022)
Outcome: The authors propose an Al-based FIR automation system that takes user input through voice or text, extracts
key crime-related details using NLP, and generates a structured FIR. This aligns closely with the goal of reducing
manual effort in FIR creation.
Disadvantage: The system lacks real-time legal referencing and doesn’t validate the legal accuracy of the FIR, which
is crucial for legal compliance and admissibility in court.

10. Author: Jain, V., & Mehta, S.

Title: “Crime Type Classification and Section Mapping using Text Mining Techniques” (2021)
Outcome: This paper introduces a method that classifies crimes based on incident descriptions and maps them to
corresponding IPC sections using text mining. It emphasizes how classification can improve the efficiency of FIR
filing.

Disadvantage: While the classification accuracy is promising, it doesn’t incorporate a conversational interface or
provide dynamic user interaction, limiting its real-time applicability for field officers.

IV. DESIGN AND IMPLEMENTATION

The Al Legal Assistant system is designed to provide an intuitive, efficient, and reliable platform to support law
enforcement officers by offering instant legal guidance and automated FIR generation. The system architecture follows
a modular design, allowing various components—such as user interaction, natural language understanding, database
querying, and legal document generation—to work cohesively while remaining independently maintainable and
scalable.
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System Architecture Overview

At the core, the system uses a client-server model. The user interacts with a web-based chat interface that connects to a
backend server via WebSockets, enabling real-time message exchange. The backend uses Rasa for natural language
processing (NLP), which interprets user queries by identifying intent and extracting relevant legal entities. Depending
on the query, the backend either retrieves data from a MySQL legal database or generates a generic response. This
approach ensures that law enforcement personnel receive quick, accurate, and legally compliant information.

Activity Diagram
The Activity Diagram below illustrates the stepwise flow of user interaction with the Al Legal Assistant:
Stepwise Explanation:

1. User opens webpage: The user accesses the Al Legal Assistant through a web browser.
2. Initialize chat interface: The chatbot interface is set up and ready for input.
Connect to WebSocket: The client establishes a WebSocket connection to enable real-time communication
with the server.
User sends query: The user types a question or crime description into the chat window.
Display query: The user's message is shown on the interface for clarity.
Send to NLP backend: The message is forwarded to the Rasa NLP backend for processing.
Parse intent & entities: The NLP engine identifies the user's intent (e.g., crime query, legal section info) and
extracts entities such as crime names or IPC sections.
8. Needs database?: A decision point determines if the query requires data retrieval from the legal database.
o If yes, the system queries the MySQL database for relevant legal information and formats it for the
user.
o Ifno, it generates a generic response (e.g., greetings, help instructions).
9. Send response to user: The system sends the formulated reply back to the user.
10. Show formatted response: The user sees a clear, formatted answer in the chat interface.
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Fig. 1. Activity Diagram of the Legal Query Flow
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This flow ensures seamless, real-time interactions that help officers get accurate legal information quickly, reducing

delays and improving case handling.

Use Case Diagram

The Use Case Diagram shows the various responsibilities and actions performed by the system administrator (Admin)
in maintaining and managing the AI Legal Assistant system:

Roles and Actions:

e  Authenticate: Admin logs into the system securely to access management features.

e Manage Legal Database: Admin updates, adds, or deletes IPC sections, crime categories, and punishments to
ensure the database remains current.

e  Monitor System Logs: Admin reviews logs for system performance, error tracking, and security auditing.

e Train NLP Models: Admin retrains or fine-tunes the Rasa conversational models to improve chatbot

understanding and accuracy.

o Configure WebSocket Server: Admin manages real-time communication configurations ensuring smooth,

continuous user interaction.

e Update IPC Sections and Crimes: Admin incorporates new legal amendments or crime classifications into the

system.

e Deploy NLP Model: Admin deploys updated models after training to keep the chatbot’s knowledge current.
e  Perform System Backup: Admin regularly backs up system data and models to prevent data loss and ensure

quick recovery.

N

Legal Al Assistant System
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Fig. 2. Use Case Diagram for Query Handling

This diagram clarifies the administrative functions essential for the AI Legal Assistant’s reliability, security, and

continuous improvement.
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Implementation Details

e Frontend Development: The user interface is built using HTML, CSS, and JavaScript with Jinja2 templating,
providing a responsive and user-friendly chat experience.

o Backend Development: FastAPI handles API endpoints, WebSocket connections, and integration with Rasa
for NLP processing.

e NLP Engine: Rasa interprets user inputs, identifies intents (e.g., crime query, FIR drafting), extracts entities
(e.g., crime type, IPC section), and triggers appropriate responses.

e Database: A structured MySQL database holds validated IPC sections, crime descriptions, punishments, and
complaint records.

e FIR Generation: User inputs through the interface are compiled into a legally formatted FIR, generated as a
downloadable PDF.

e Real-Time Communication: WebSocket protocol ensures users receive instantaneous responses without
needing to refresh the webpage.

e Security Measures: User authentication and encrypted connections secure sensitive legal data and user
interactions.

By combining these components, the Al Legal Assistant delivers a powerful tool that simplifies legal referencing,
automates documentation, and supports law enforcement officers in making informed decisions efficiently.

V. CONCLUSION

The Al Legal Assistant for Law Enforcement represents a significant step forward in harnessing technology to support
the demanding and complex work of police officers. By integrating artificial intelligence and natural language
processing, the system effectively bridges the gap between legal knowledge and frontline law enforcement needs. It
offers officers instant access to accurate legal information and automates the creation of First Information Reports,
tasks that traditionally have been time-consuming and prone to human error. This not only speeds up the investigative
process but also improves the overall quality and consistency of legal documentation, helping to ensure justice is served
more efficiently.

Beyond its immediate practical benefits, the system also reflects a broader vision of modernizing policing through
digital innovation. By reducing the cognitive load on officers and providing real-time, reliable legal support, the Al
Legal Assistant empowers law enforcement personnel to focus more on critical decision-making and community
engagement. Its scalable design and modular architecture make it adaptable to future enhancements, such as
multilingual support and integration with national legal databases. Overall, this project demonstrates the powerful role
Al can play in transforming traditional law enforcement workflows into smarter, more transparent, and citizen-friendly
processes that better serve both officers and the public.
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